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HoBble BO3MOXXHOCTU U yNy4dlleHnNs

B naHHoM Bepcun fobaBneHbl cnefyowme BO3SMOXXHOCTU U YAYYLIEHNS:
ID OnucaHue

5382 Pa3paboTaHa n peannsoBaHa QyHKUMA HacTponkuy DIA, KoTopas OOCTyNHa B UHTepgence
ynpasneHuna CPE Ha oTaenbHom Bknagke DIA

6680 B none dunbTpaunn ctagun (B Ul) nobaBneHbl HoBble cocTOosHUSA: Failed n Time Out
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CoBMeCTUMOCTb

PeweHune Bl.ZONE Secure SD-WAN nogaepxuaeT paboTy COBMECTHO CO Ceaytowmm
CTOPOHHUM MO:

Tun HaumeHoBaHue Bepcus
Beb6-6paysep Mozilla Firefox 95 u BbIWe
Google Chrome 92 u BblLLe
OC (NnaTdgopma) Ubuntu 20.04
BupTyanusauus Qemu 4.2.1
VMware ESXi 6.0,6.5,6.7, 7.0

MnaTtcopma Bepcumn 1.6.2 nogaepxmeaeT ynpasJsieHe annapaTHbiM 060pya0BaHNEM U
BUpPTYaibHbIMU MawmnHaMmu CPE cnefyolmx Bepcuii:

* CyberEdge OS Bepcun 1.5.6

* CyberEdge OS Bepcun 1.6.0

* CyberEdge OS Bepcum 1.6.1

* CyberEdge OS Bepcun 1.6.2

BHuMaHue

Bepcua npowmnekn CPE He gosi>kHa 6biTb Bbille Bepcuu Mnatgopmbl! Heobxognmo
cTporo cobnogaTh cneayowmn nopsanok obHoesneHusa: Nnatgpopma -» CPE -» VNF
Firewall.
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YCTpaHeHHble HeJoCTaTKK

B naHHOW BEpCUM YCTpPaHeHbl cnenylowme HegoCcTaTKU:

ID

6928

6257

6565

5640

7289

5173

5283

OnucaHue

McnpaBneHO HEKOPPEKTHOE 0ToOparkeHne ypoBHSA CMIrHasa Ha BKNagke rnopTtos LTE B Ul

NcnpaBneHa owmnbka, n3-3a KOTOPOM HEBO3IMOXKHO BbiOpaTh WabsioH SLA Bo Bkiagke
Monitoring templates B Ul

McnpasneHa ownbka, npm KOTOpOIZ onun4a Bbl60pa NMNMNTa ncHesasa npu Bbl60pe
3Ha4YeHnA, npesblillalolLero KoJin4eCcTBO OOCTYIMNHbIX cTtagun B Ul

NcnpasneHo oTobpaxkeHne ID yaoaneHHoW agpecHoOn rpynnbl B HEOAHO3HAYHOM
(ambigious) npaBune

NcnpaBneHa owmnbka KONMpoBaHUA CriMcKa agpecos 13 bydepa obmeHa B nosne Ul
(Hanpumep, Relay servers), NpMBOAMBLIASA K HEKOPPEKTHOMY (hopMaTy CTPOKU

NcnpasneHa owmnbka akTmBauum CPE npun onpefeneHHbiX cLueHapuax

NcnpaBneHa owmnbka Banngaumm npu codgaHmm npasun VNF Firewall ¢ nycTbiM
3Ha4veHmeM nons Destination Service u BbibpaHHbIM 3Ha4YeHne Source NAT — To output
interfaces IP address
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I3BeCTHbIe orpaHn4yeHuns

B DaHHOWM BepCUN M3BECTHbI CNefyoLWmne orpaHNyYeHmns, pelleHne KoTopbix NaaHNpyeTCs B

nocnenywlmnx Bepcnsax:

OrpaHu4yeHue

3aBUCUMOCTM
yaoansemoro CPE

RSTP

Live-cHanwoTbl

OnucaHue

CPE He 6yneT No/NHOCTbLIO yaaneHo n byaget otobpaxkatbcs B Ul, Nnoka B
NMpoeKkTe eCTb OTK/toYeHHble CPE, Ha KOTOpPbIX elwé He yaaeHbl Koy
(byneT ckpbITO B 6y ayLLIMX BEPCUSAX)

OTKI0YEHO ynpaBneHne HacTponkamm RSTP

Co3paHue live-cHanwoTOB C CoXpaHeHnem coctosHns RAM B cpene
BMpTyanusauunm (Hanpumep: VMware, Proxmox, KVM un ap.) He
nogaepxusaetca MnaTtgopmon. [lonyckaeTca co3faHne TONIbKO ONCKOBbIX
CHanwoToB 6e3 CoOXpaHEHUS COCTOSAHUS MaMSATU, NPU YCJI0BUN NOOAEPKKN
TexHosnorum Zero-copy U oTCyTCTBUS Aerpagaunm Npon3BoanTebHOCTHU
(IOPS) Ha ypoBHe runepsusopa
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PekoMeHaauUWM K JaHHOMY penmnsy

Ona rapaHTupoBaHHoM paboTbl Nnpasun SO Heobxogumo obHoBUTL VNF Firewall o Bepcun 1.6.2
cpa3y nocne obHoBneHud Mnathopmbl n CPE.
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